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Mniej znani aktorzy W cyberprzestrzeni
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Pawlicka, A., C h o r, M. S8 Pawlicki, M. (2020, August). Cyberspace threats: not only hackers and criminals. Raising the awareness of selected unusual
cyberspace actors-cybersecurity researchers' perspective. In Proceedings of the 15th International Conference on Availability, Reliability and Security (pp. 1-11).
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INFRA STRESS

Improving resilience of sensitive industrial plants & infrastructures exposed to
cyberphysicalthreats, by meansof an opentestbed stresstesting system

Horizon 2020
European Union Funding
for Research & Innovation
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Learning based Anomaly Detection
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Dataset UNSWNB15
Autoencoder zmnie'szenie Class Random Forest (RF) | Deep Neural Network (DNN) | Hybrid (CAE<4DNN)
NT A N 2 N . z Mormal (.8640 (1.8962 0.9208
f AOI 0e ;aeJY)\INJsz
. ~ o Attack 0.8387 ().B668 0.9049
DOt o 2 1- l { 7\ S oY Accuracy | (0.8514 .B815 0.9129
A 4 warstwy ukryte, Precision | 0.8640 0.8962 0.9208
A ADAM Recall 0.8427 0.8706 0.9064
A ’ Fl-Score |(0.8531 (1.8832 0.9135
500 epok, FPR 0.1395 0.1060 0.0805
A funkcja aktywacjiReLU
sigmoid
Dutta, V., Chor as§, M. , Ko z i SeptemBer)., Hyb&id nfibdelfdr impraving the Mlassif(catidn 2ftectiveness of

network intrusion detection. In Conference on Complex, Intelligent, and Software Intensive Systems (pp. 405-414). Springer, Cham.
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Ensemble
L STM+DNN

Dataset 10T-23

Dot o621l {AS86Y

A 4 warstwy ukryte,

A ADAM,

A 500 epok,

A funkcja aktywacijiReLU sigmoid

Dutta, V., Chora$, M., PaMgtef ¢k fgpture Engg, ~ Fr Re . Fl-feqre  MOC
ensemble for network anomaly and cyber- o e - 0 0 07 o

_ y y LSTM DSAE 1.00 0.92 0.19 0.95 0.99
attack detection. Sensors, 20(16), 4583. Stacked (proposed) — DSAE 1.00 0.95 0.13 0.98 0.99
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EnCOder + —p| Decoder [——p

Decoders R

é —> Decoder 2 [———p
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Dataset NetML2020 P ~——— Classification
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Enkogigr Z_I’n\!’lIGJS,ZG\\nIe ; Balanced Encoder 1—»| Decoder 3 |——»
ft AOIl 0e geYAl Ny 9 Data 5
_ . o T —
YFdR& RiBra2z RSNJ ) —
topologia ihiperparametry | Decoder 4 ——p
~—
Model Acc. Pr Re FPR E-score NPV

maodel) | 09994 | 0.9990 | 0.9980 | 0.0909 | 0.9985 | 0.9333
models | 09996 | 0.9880 | 09787 | 00809 | 09880 | 0.9091
modely | 09996 | 0.9983 | 0.9986 | 0.0170 | 09988 | 0.9400
modely | 09996 | 0.9999 | 0.9990 | 0.0009 | 09994 | 0.9574
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Wizualna Inspekcja Ruchu Sieciowego
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Projekt SIMARGL

Aaraan LINer2S{ildz {La! wD[ 2Sai R2ail NDISyAS y2geOKX
Ayy2¢6l Od2ay@OKX T FFglyazel yéoK
efektywnego zwalczanmmalware, stegomalware KEY FACTS:

ransomware,badware, mobilnychmalwarei innych SIMARGILGrant agreement ID: 833041

NERIF2s5¢ 1021 fA6S32 2LINRPINI) Y2 Fundedunder. H2020EU.2.1.1

Duration 1 May 2019 30 April 2022
Overallbudgety € ¢ nT1Tc n

A Cavigliong [ ®3 /Comnisl., Danickia Ab, Mazurczyk, contributione  n  yn HcA
Coordinated by:C S Ny | Y AMJS N
W., Pawlicki, M., & Wasielewska, K. (20Z1ght ArmsRace: Hagen & A OK | 0) / K2 NJ T

Overviewof CurrentMalware Threatsand Trendsin Their

Detection IEEE Access
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Projekt SIMARGL

A2 3Ll 0FAYylyazglye LINJST (2YAraat

dz
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informacji, wykrywanie anomalii sieciowydtegomalware

ransomward malwaremobilne
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A StichtingCUIngFoundation(Holandia)

SIMARGL



Uniwersytet Technologiczno-Przyrodniczy
im. Jana i Jedrzeja Sniadeckich w Bydgoszczy

@

Wykrywanie
Stegomalware

A Stegomalwaréi 2 1 021 f A 6 S

1yl oe

2LINEINF Y26 YA

At NI @810FRY &ajiAYYHRpderydre odlifeNR y A S

Awno2l t Age AINBLIWD 00 dzZINBOE &

A{1TNBLII R21fS22yeé R2 1220l LXAld

Ol Rdz2noeé 1T SgytdNIyn adNRyt LIOI

T Checkout

< Cc
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Styles  Event Listeners  DOM EBreakpoints  Properties  Accessibility




Uniwersytet Technologiczno-Przyrodniczy
im. Jana i Jedrzeja Sniadeckich w Bydgoszczy

KontekstT na] nows ze ptegomalvwpedy

No. Time Source Destination Protocol Length Info
DNS 121 Standard query 0x3333 A 58000 TXT
H H H H DNS 135 Standard query response 0x3333 A 223.27.35.244 A 8
A Steganografiaie jest wykorzystywana tylko do dostarczania s 1066 Standord query 03333 A 56660 T
DNS 140 Standard query response ©x3333 A 223.27.35.244 A 8
DNS 1066 Standard query 0x3333 A 58000 TXT
~ ¢ ° « , « ~ ~ A ~ , DNS 140 Standard query response ©0x3333 A 223.27.35.244 A 8
I I a I e '.F N\E [1,] I y e O K LJNJ S ‘1 I I 59 DNS 1066 Standard query 0x3333 A 58000 TXT
DNS 140 Standard query response ©x3333 A 223.27.35.244 A 8
DNS 1066 Standard query 0x3333 A 58000 TXT
DNS 140 Standard query response @x3333 A 223.27.35.244 A 8
DNS 1066 Standard query 0x3333 A 58000 TXT
w JOA W 7 W o W v w 2 DNS 140 Standard query response 0x3333 A 223.27.35.244 A 8
A a 2 0 y I 8 D u S o ﬂ e 1 2 NJ e a u I O R 2 DNS 1066 Standard query 0x3333 A 58000 TXT
DNS 140 Standard query response ©x3333 A 223.27.35.244 A 8
DNS 138 Standard query response 0x3333 A 223.27.35.244 A 8
DNS 90 Standard query ©0x3333 A 58000 TXT
C&C DNS 109 Standard query 0x3333 A 58000 TXT
Serwerom DNS 134 Standard query response ©0x3333 A 223.27.35.244 A 8
DNS 336 Standard query @x3333 A 58000 TXT
DNS 336 Standard query 0x3333 A 58000 TXT
DNS 336 Standard query 0x3333 A 58000 TXT
A ~ ~ ~ - A DNS 336 Standard query 0x3333 A 58000 TXT
A b A S R I. é y é Tmm]Tréode I.O R\IY U y I. O S f » Frame 753: 121 bytes on wire (968 bits), 121 bytes captured (968 bits) on interface @
» Ethernet II, Src: Vmware_63:63:b0 (00:0c:29:63:63:b0), Dst: Vmware_45:94:aa (00:0c:29:45:94:aa)
» Internet Protocol Version 4, Src:
» User Datagram Protocol, Src Port: 64237, Dst Port: 53
CAfALIAZATASST 2RAT 2f 2USBfgny a A~ e
a 1 f¢r® a 00 Oc 29 45 94 aa 00 @c 29 63 63 b0 08 00 45 00
00 6b 08 dc 00 00 80 11 00 00 df 1b 23 f3 df 1b
23 f4 fa ed 00 35 00 57 06 87 33 33 01 00 00 01
00 00 00 00 00 @1 05 35 38 30 30 30 00 00 01 00
@1 05 35 38 30 30 30 00 00 10 00 01 78 56 34 12
00 27 26 fe 7f 3c 15 01 d2 24 6f 40 85 2e a7 a9
8f c8 d9 6f 78 e3 35 26 5e 8c 3c e0 07 26 24 d9
91 8c 3c e@ 07 3c b0 ed 3c
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A%oAsSNY [/ L/ L5{HAMT

A 0.976983 Accuracy

A Optymizator:rmsprop

A Epoch 30

A batch-size 50

A Funkcja aktywacjRectified Linear Unit

A Warstwy: 4
A25y SdzNRPys ¢ {1 ORI

At /'Y pn 12YLRYSY(sg

C h o r, M. S Pawlicki, M. (2021). Intrusion detection
approach based on optimised artificial neural
network. Neurocomputing.

Table 11: 4 hidden layers, 25 neurons cach, 30 Epochs CICIDS2017 dataset

Accuracy

0.976983
0.976742
0.975176
0.974252
0.973408
0.972645
0.972444
0.971922
0.970597
0.970516
0.969793

0.96911
0.965575
0.958184
0.930227
0.708456

0.585017

Activation
relu
relu
relu
relu
hard_sigmoid
hard_sigmoid
hard_sigmoid
hard_sigmoid
relu
sigmoid
sigmoid
sigmoid
sigmoid
relu
sigmoid
hard_sigmoid

Siglllt nd

Batch Size

a0
100
50
100
50
100
a0
100
a0
50
50
100
100
100
a0
50

100

Optimizer
rmsprop
rmsprop

adam
adam
rmsprop
rmsprop
adam
adam
SGD
adam
rmsprop
adam
rmsprop
SGD
SGD
SGD
SGD
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A0 A5 NIB / ¢ |
ABalansowanie zbioru: =
RandomOversampling .
AAlgorytm uczenia
maszynowegoRandom
Attack -
Forest
AAccuracy 99% {u oo
& =
4 &

\g@#

predicted label

Confusion matrix for labelling prediction (Normal Attack or Anomaly, CTU-13 dataset)
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t 2RS21 OAS: LRT A2Y26S Apache Kafka

A2 NBGgI AyaillcDockeBSwarin N2 R2 &

orchestration framework
SIMARGLTools

Punch Platform, Orion Malware, CYBELS, Attack Prophecy, (S 3
AlSafe DNS, BDE e 'F  [Keras

A Komunikacyjna szyna danyet\pache Kafkategruje

T dZy1 é c 2 )f | £ )/ S 1 2Y LJ2 $|:§(Rﬁ3é T SIMARGL Deployment Environment

A Wartwadzd 0dza 2 6 f @608 1S2yMN 286a2(C0ER2 I

mikroserwisy0 N O1T NOS aAt yASIT IS
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SIMARGL T Wizualizacja 1 koncepcja UI/UX

Dashboard/

Overall System Status > Incidents Create New + Incident History \
POW| ad omienia | Monitored Incident: 3293 75 Incident: 3295 Vd
Network U
incydenty Incident: 3294 y Incident: 3296 y
Notification Notification History
Connected Tools Malware: Suspicious File detected + Malware: Suspicious File detected +
Tool A @
@ High-Average Traffic detected + High-Average Traffic detected +
Tool B [
= Expired SSL Certificate detected + Expired SSL Certificate detected +
Tool C s
Malware: Suspicious File detected + Malware: Suspicious File detected +
[ ]
Tool D "
0 High-Average Traffic detected + High-Average Traffic detected +

Expired SSL Certificate detected + Expired SSL Certificate detected +
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18 partners, 10 nations
Total Costs£9,890,595
Cdzy RAY3AY €T
PM planned: 1058
Duration: 24 months
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v Wykorzystuj emy
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Avbo AsNY {1l ¢L9

ABalansowanie zbioru:
RandomOversampling

0.8
NormalTraffic

AAlgorytm uczenia [ 1|
maszynowegoRandom |
Forest Attack 1 N

AAccuracy 99%

predicted label



PREVISI®N

<< = $
— er of successtul attacks on
various IT systems is still grow 3 §% re carefully arranged invasions
erformed by groups of compr s
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Challenge cyber crime case

Forensic

Experts - Lackof

incentives

Victims & jﬁ& Prosecutors Judges

- Unawareness Lack ofesources Lack ofexpertiseand dedicatedtraining

- Unwillingto Lack oftechnical Inconsistencies law
report cybercrime capabilities




@ e et oty
Challenge cyber crime case

Forensic
Experts

Prosecutors Judges

- Awarenessand More capable - Cyberexpertiseand dedicatedtraining
incentivisation LEAS - Improvementand harmonisationof law
- Knowledge Better experfig - Betterinformation flow
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Challen erterro

International
actors

Internal
security,
intelligence
agencies

Victims
(organisations
SME$

Prosecutors Judges

- Better coordination of fighting againstcyberterrorism and cooperationbetween
actors(alsocrossborder)
- Better expertiseof prosecutorsandjudges




im. Jana i Jedrzeja Sniadeckich w Bydgoszczy

Q—@ Uniwersytet Technologiczno-Przyrodniczy

AL
Cyber - publikacje

A | K 2 MI HRawlickiM., Intrusion Detection Approach based ddptimisedArtiUcial Neural Network Neurocomputing
(Elsevier), 2021 (IF=4,438).

A Cavigliong [ ®3 /Cérdngl., Danickia Ab, Mazurczyk, W., Pawlicki, M., & Wasielewska, K. (P@gPtArmsRace:
Overviewof CurrentMalware Threatsand Trendsin TheirDetection IEEE Access

A Dutta V./ K 2 NI HawlickiM., KozikR.,Detection of Cyberattacks Traces in loT Dalaurnal of Universal Computer
Science, 2020 (IF=0,710).

A Dutta V./ K 2 MJ;, HawlickiM., KozikR.,A Deep Learning Ensemble for Network Anomaly and Cyligack Detection
Sensors 2020, 20(16), 4583, 20@6=3,275).

A | K 2 M HKozikR., Machine learning techniques applied to detect cyberattacks on web applications, Logic Journal of the
IGPL, vol. 23(1): 4%, 2015 (IF=0,609).

A KozikR.,/ K 2 MI Keller J.Balanced Efficient Lifelong Learning-BR LA) for Cyber Attack Detectipdournal of
Universal Computer Science, vol. 25 (11522019 (IF=0.910).

A KozikR.,PawlickiM.,/ K 2 N, HedrycaV., Practical Employment of Granular Computing to Complex Application Layer
Cyber Attack Detection, Complexity, 2019=2,591).

A KozikR.,/ K 2 MI ﬁ’rotectingzthe application Iaa/er in the public domain with machine learning methods, Logic Journal of
the IGPL, Volume 27, Issue qx@) 2019(IF=0,609).

A FiccoM.,/ K 2 NI, KozikR.,Simulation Platform for CybeBecurity and Vulnerability Analysis of Critical
Infrastructures Journal of Computational Science, vol.22,-188, Elsevier, 2017 (IF=2,009).
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Wykrywanie Fake News

H2020SocialTruthGA: 825477
MM tF NIy SNF g
. dzROSGY o 262500 EURdlaWPw 6
1.12.2018; 30.11.2021
http://socialtruth.eu/

SocialTruth
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Fake News (Online Disinformation)

erictucker erci.
‘ Anti-Trump protestors in Austin today are
I not as organic as they seem. Here are the
busses they came in. #fakeprotests

-2 AFR2Y21 OA 2 SN NB G S
(cnfodemi€ = Yy LJO g A S5 S pDZ ' H#Htrump2016 #austin

- AutobusyErickaTuckerana wyborach w USA w
2018 (16 O0NS i ¢ S S0ksadebooR

-{ Y Fdzi2NJ dzadzy DO AYF2NXI Oc (5 |

R2adGl 02 LINJ SINPUBISXKIS®E (&f |
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A
Co to Jest fake news?

Adl AdUG2NAE T Yelf2yl ¢ SasifatvedmisdNE 6 |
HAaMCcZ 00dzYd g0l aysSbvo

ADefinicjaFakeb Sga 2Sau yASel ayl Zfakéd I NI 2
ySgae :bL9 anh

A2 Al R2Y21T OA al eNRBOIYS 6 2RLI2GASRYAY
APlotki

ATeorie konspiracyjne

A. Ot RYS AYT2NXI02S a062NI 2yS yASdzrel
AFikcja literacka
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o

Journalist/news
poster analysis

Z
ey
=
R

Text analysis (Machine
Learning, contextual reasoning)

When you take a scene out of

Image
processing and
visual analytics

Lebanese singer Hiba Tawaji's music
video and try 10 pass it off as a photo

from

Network and
metadata
(fingerprints)

© 2016 The Associated Press. Al rights reserved. analysis

Original source
analysis



Q—@ Uniwersytet Technologiczno-Przyrodniczy

im. Jana i Jedrzeja Sniadeckich w Bydgoszczy

Strategie

Al VI £t ATINFONSI BRI 2SS RIyé OK
ALY RS1a26lYyYAS AYyTFT2NN¥I O2A 4 OSft dz
APunktowanie reputacji
At 2N gyegl yAS LIR20YEOK AYT2NXYI O
A2 g1 2Nl eaidlyAS dzOl SYyAl Yl aleéeyz26S:
Atekst
Aobrazy

AAnaliza semantyczna z wykorzystaniem ontologii



@ Uniwersytet Technologiczno-Przyrodniczy

im. Jana i Jedrzeja Sniadeckich w Bydgoszczy

Wizja

A2 SNBEFATFO2F YyAS Y20S 1230106 LR2g.
Al SESY YyAS 2Sa0 a2SRSY R2z2ajlz2yl oeé
A2 SNBEFATFO2I GNBI OA LRGAYYIl 08&0

AadzaA 0&0 (SO 206 NIIZ RSY21N)Geé
rozdystrybuowana



Verification Service Service Service Service Service Service
| l | | |
N J AR N ¥
N N N N sl

Social
Media

Use & Combine

ENGINE 1

Use & Combine

ENGINE 2

Several calls/day

Lifelong Learning Tt Lifelong Learning
Produce
(or modify) Reproduce Read
& Share & Share (& Share)
Author Reproducer Reader
DIGITAL DIGITAL DIGITAL Store Article
COMPANION COMPANION COMPANION Descriptors (Hash),
Article unigue ID,
‘L J{ J{ Author unique ID,
Ask to verify Verification Result(s), ...
4
Reader Check Article
G < 2 B B B B
DIGITAL -
View History &
COMPANION Meta-score(s) I_

N

]

Professional User

Professional User

(News Media) (Journalist)
DIGITAL DIGITAL
COMPANION COMPANION

BLOCKCHAIN

Filter content before
publication (eg. Breaking
news)




SOURCE 1

. | SOURCE2
|
" | sourcen COMPLEX EVENT PROCESSING (CEP)
| I
! ! ' EVENT EVENT EVENT
I | | » - -
' v ; RECEIVER > | sTREAMS ™| PUBLISHER |~
4 1
KAFKA CONNECT EVENT
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\ 4
| v
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A A A A
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' ADDITIONAL SERVICES: :
< HTTP(S) > EXPERT META- TEXT AND METADATA IMAGE AND VIDEO | (ﬁz :
VERIFICATION VERIFICATION VERIFICATION : - ' Spark . b l
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L oo o e e e e e e e e e e e e e e e e e ]
AUTHOR, READER,
JOURNALIST, NEWS

MEDIA, ...
DOCKER SWARM

NODE 1 NODE 2 NODE N AWS, GCE, ...
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A
FakeNewsc zbiory danych

AISOT lpformation Security and Object Technology)
A 44898 items, 21417 of which are real items and 23481 are fake items

AKaggle Fake News
AGetting Real about Fake News
Ahttps://www.kaggle.com/mrisdal/fakenews
Atext and metadata from 244 websites
A12,999fakeépostsk YR pnTtHn oNBIF T é

ACOVIB19 dataset

APreparedas part of the competition related to counteracting disinformation
A5100fake, 5600 real
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>
<
oq
o)
(o]
o
=
oq

o
(1]
Input § 3 g g g Ltg.. i “—o'; Prediction 2
document N g. ;_ % % D 3 %p
= () () 0a ga = S 2
TABLE 1. Comparison of different architectures
Methods precision recall [1-score
IFake 0.65 0.87 0.74 Prediction 3
Legitimate ().599 (.96 (.95
Deep-Net Accuracy ().96
IMACTO AVE (.86 (). 86 ().806
weighted avg (.96 (). 535 ().96
I'ake (.53 (.76 (.62
Legitimate (.96 (.91 (.93
EMB+RI° Accuracy (.93
IMACTO AVE (0.75 (.85 (.79
weighted avg (.95 (.93 (0.94
I'ake 0.6G7 (.85 (.75
Legitimate (0.99 (.97 (.98
I'V+RIE Accuracy ().94
IMACTO AVE (.83 (.91 ().803

welghted avg 0.97 (). b5 (0.9
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Film/Demo: wykrywanie Fake News:
nasze o/erification Serviceso



e localhos

= C O @ localhost ) g @ Incognito

B mai B repo B ot [l kibana || demo [l dev | utis | ml [l pisanie [ proposale | czytanie [ oplaty [ elektronika I budowanie [ switch B Other bookmarks

Bc. - X
File Region Options Tools
Effects View Help DATA RESULTS
=N £ h T
JFiocai o]
z |
™ CamStudio
Open Source

N SEND TEXT TO ANALYSIS

Grive it a short name

Press the Stop Button to stop rec

Paste text here

USE OUR EXAMPLES!

FAKE NEWS 1 FAKE NEWS 2
LEGIT NEWS 1 LEGIT NEWS 2

ele
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Fake news T wybrane publikacje

A | K2 M Demesticha¥.,D A S Q Haérrgro A Ksieniewic®?.,RemoundowK.,UrdaD.,2 2 1 yM.}Atlvanced
Machine Learning Techniques for Fake News (Onlnsinformation) Detection: A Systematic Mapping Study, Applied
Soft Computing , Elsevier, 2021 (IF=5,472).

A KulaS.| K2 M, KozikR. KsieniewicP.,2 2 T y M.} Skntiment Analysis for Fake News Detection by Means of Neural
Networks, inKrzhizhanovskaydV. et al. (Eds.): Computational Scieq¢€CS 2020, LNCS vol. 12140;@H2 Springet,
Amsterdam, 2020 (CORE A).

A Ksieniewic®.,ZyblewskP.,/ K 2 MJ, KozikR.,D A S Q7 2 1| Y M.} Fhke News Detection from Data Streams, in Proc.
of International Joint Conference on Neural Networks, IJCNN 2020, IEEE, Glasgow, 2020 (CORE A).

A KozikR.,/ K 2 MI Kula SPawlickiM., Distributed Architecture for Fake News Detectip@IS1S'20: 13th International
Conference on Computational Intelligence in Security for Information Systems, Advances in Intelligent Systems and
Computing, vol. 1267, 263817, Springer 2020 (CORE B).

A KulaS., K 2 M KozikR.,Application of the BERBased Architecture in Fake News DetectioBlSI1S'20: 13th
International Conference on Computational Intelligence in Security for Information Systems, Advances in Intelligent
Systems and Computing, vol. 1267, 23®, Springer 2020 (CORE B).

A Ksieniewic®P.,/ K 2 MJ, KozikR.,2 2 T y'M.}Machine Learning Methods for Fake News Classification, in: Yin H.,
Camacho D., Tino R. | {-Ballegteros A., Menezes R., Allmendinger R. (eds) Intelligent Data Engineering and Automated
Learningg IDEAL 2019. Lecture Notes in Computer Science, vol 1187#33933%pringer, 2019. (CORE C).
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Analiza danych dot. wytwarzania

oprogramowania

hLlieyYlrtyS TFENINRDRTEFEYAS 2F121 OAN 2LINR AN
AYyGiSaNI O2Ai ¢ e Y huilityZFequadmerasiQesR 2 @e OR {d dz 0 ¢

oprogramowania

Pomimo przewagi konkurencyjnej zapewnienie i utrzymywania wysokich

LI2T A2Ys5¢6 21121 0AX YSi2R2ft23AS RSOSt 2L
2ANF YAOTI 2ye T 1NB&a Y20t A@21 OA 11 NI NRI
procesach szybkiego tworzenia oprogramowanragifd software

development]

~

{1e86a718 A OTtadal s O081t8 geRlIZ yAS LE

oprogramowania
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Projekt Q-Rapids, Konsorcjum

Uczestnicy:

UniversitatPolitecnicaDe Catalunia- Hiszpania
University of Oulu Finlanda
FraunhoferGesellschaftESE Niemcy

Bittum Wireless- Finlanda

Softeam- Francja
ITTISp. z 0.0- Pokka

NokiaSolutions and NetworksFinlandia
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Projekt Q-Rapids

Cele:
At 2t SLJAT SYAS LRTA2Ydz 21121 OA
oprogramowania z wykorzystaniem danych

LJ2 LINJ S
248 OK

O
O

Avog At 14l SYAS LINRRdzZl Gégy?2

|
AYUS3IANI O2sS geyYl Iz 21121

> >

AZmniejszenie czasu potrzebnego na wydanie

rynkowe oprogramowania
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Projekt Q-Rapids

Cele naukowe:
AvLSO NI & A LINJ Sty ST &

Z zakresuiuntime | design

B |
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.. L e sSoel S ¢ OStdz I I N
ALRSTAYA26I 0 Oeqf czjeO)\-
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| Clustering- L i
Principal Extracting B Recombining Artificial
Dataset =] Component e | | the =>{ Neural
. Bugs Data
Analysis Dataset Network
Ballancer
A v Table 1. Results of all datasets combined, using 10-fold cross validation
{ ASOoY
A 5 warstw Precision | Recall | Fl-score | Support
A 3000epok False | 0.61 0.57 |0.59 |80
A Batchsize 100 True 0.64 0.67 | 0.66 91
A Optymizator ADAM Accuracy 0.6612
A Funkcja aktywacjRelLU
Table 2. Results of 4 datasets combined, new project classification
) Precision | Recall | Fl-score | Support
Ch or a S, M., P awl i ck |Jun9)NRecogn&|ngKo zi k, ke (98119 (042 058 1988
faults in software related difficult data. In International —
Conference on Computational Science (pp. 263-272). Springer, True 0.18 0.76 1 0.28 209
Cham. Accuracy 0.469
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Film/Demo:
Komponent analizy danych i metryKki
procesowe w praktyce w Agile



« Software PRODUCT quality

« supported by a number of tools and methods

« managed by dedicated team members (QA,
tester etc.)

» Software development PROCESS quality
« unknown domain for developers and managers
* not clear responsibility within a team

: » only some simple metrics available
Q‘ qap|d8 * lack of tools and methods




im. Jana i Jedrzeja Sniadeckich w Bydgoszczy

@ Uniwersytet Technologiczno-Przyrodniczy

A
Projekt Q-Rapids - publikacje

Al K2 NI Springer TKozikR., Lopez L., Martindzernandez S., Ram P., RodrigueBrBnchX.,Measuring and Improving Agile
Processes in a Smalize Software Development CompanNEEE Access, 2020 (IF=3,745).

A KozikR.,/ K 2 MI HuchalskD.,RenkR.,Q-Rapids framework for advanced data analysis to improve rapid software
development Journal of Ambient Intelligence and Humanized Computing, vol. 10, issue 51932 7Springer, May 2019
(IF=4,594).

A | K2 NI KozikR.,PuchalskD.,RenkR..L Yy ONB I & A Yy 3 LINE R dzO ldeckignyhskid c@paldlifies by datalagafysisl y
approach Cognition, Technology & Work, vol. 21, issue 2;21, Springer, May 2019 (IF=1,188).

A | K 2 NI, RawlickiM., KozikR., Recognizing Faults in Software Related Difficult Data, in: Rodrigues J.M.F. et al. (Eds.):
Computational ScienaelCCS 2019, LNCS vol. 11538, Springer, Faro, Portugal, 2019 (CORE A)

A1 K2 NJ KozikR.,PawlickiM.,| 2 O dzo VgFkaarhX., Software Development Metrics Prediction Using Time Series Methods,
In: Saeed K. et al. (Eds.): Compuidormation Systems and Industrial Management, CISIM 2019, Belgrade, Serbia, LNCS 11703
311-323, Springer, 2019 (CORE C).

A Y NX P.MNugshet. @ w2 ROWEM. d281brsCt,RtaRchX.,AaramasS.,/ K 2 MJ; Partanen JAbherveA., Strategies to
Manage Quality Requirements in Agile Software Development: A Multiple Case Study, Empirical Software Engineering, Springe
2021 (IF=3,156)

AhNR2t a &3 Beadtiyel. )CY SANDZIMRS] SLILINYWSY +2 € £ YS NI ! FlaachC AamBaaNNIKSAD $ ¢ 3
/ K 2 M, Partanen J., Datdriven andToolsupported Elicitation of Quality Requirements in Agile Companies, Software Quality
Journal, vol. 28, 93963, Springer, 2020 (IF=1,460)
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Wyzwania dla Al

speedlimit 0:947 -
B % B

1) T.Gu, K. Liu, B. DolanGavittand S.Garg "BadNets EvaluatingBackdooring
Attackson DeepNeuralNetworks," inNNEEE Accessvol. 7, pp. 4723@7244, 2019.
doi: 10.1109/ACCESS.2019.2909068
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Wyzwania dla Al

- ST ILIANSOI Szaigz — adversarial

attacks

-2 g2t 1y BplhiyagilitysxA) -

evasion

exploratory

-. ST A&ONPyngs81 6 6

explainability

| K2NX T a®dz tl ¢gf A O] AMaahib&Ledrriz® RheRedulisAre Noide only Zhing {| wd >
that Matters! What About Security,Explainabilityand Fairnes® ComputationalScience; ICCS 2020,
Amsterdam, Springer, 2020 (CORE A).
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