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Motywacja (z zaproszenia)

Å/ŜƭŜƳ ǎŜƳƛƴŀǊƛǳƳ ƧŜǎǘ ǳƳƻȍƭƛǿƛŜƴƛŜ ŘȅǎƪǳǎƧƛ ƴŀŘ ƳŜǘƻŘƻƭƻƎƛŊ ƛ 

ǿȅƴƛƪŀƳƛ ƴŀƧƴƻǿǎȊȅŎƘ ōŀŘŀƵ ǿ ŘȅǎŎȅǇƭƛƴƛŜ ITiT. 

Å/Ŝƭ ǘŜƴ ǎǘŀƴƻǿƛ ǿ ƴŀǎȊȅƳ ȊŀƳȅǏƭŜ ǿȊŀƧŜƳƴŊ ƛƴǎǇƛǊŀŎƧť Řƻ 

ƛƴǘŜǊŘȅǎŎȅǇƭƛƴŀǊƴȅŎƘ ǇƻǎȊǳƪƛǿŀƵ ƴŀǳƪƻǿȅŎƘΣ ǎǘǿƻǊȊŜƴƛŜ ǇƱŀǎȊŎȊȅȊƴȅ 

Řƻ ǇƻŘŜƧƳƻǿŀƴƛŀ ǿǎǇƽƭƴȅŎƘ ǇǊƻƧŜƪǘƽǿ ōŀŘŀǿŎȊȅŎƘΣ ǿƛťƪǎȊȅ ǳŘȊƛŀƱ ǿ 

ŀǇƭƛƪƻǿŀƴƛǳ ƻ ƎǊŀƴǘȅΣ ǎȊŎȊŜƎƽƭƴƛŜ ƻ ŎƘŀǊŀƪǘŜǊȊŜ ƳƛťŘȊȅƴŀǊƻŘƻǿȅƳΣa 

ǘŀƪȍŜ ǿ ƛŎƘ ǊŜŀƭƛȊŀŎƧƛΦ



Agenda

1. Wprowadzenie

2. /ȅōŜǊōŜȊǇƛŜŎȊŜƵǎǘǿƻ

3. Wykrywanie FakeNews

4. Analiza danych dot. wytwarzania oprogramowania 

5. Wyzwania dla AI

Å .ŜȊǇƛŜŎȊŜƵǎǘǿƻΣ bƻǿŜ ŀǘŀƪƛ

Å ²ȅƧŀǏƴƛŀƭƴƻǏŏ(xAI, Explainability)

Å !ǎǇŜƪǘȅ ǎǇƻƱŜŎȊƴŜΣ hŘǇƻǿƛŜŘȊƛŀƭƴƻǏŏ ǎǇƻƱŜŎȊƴŀ όfairness) 

6. ½ŀƪƻƵŎȊŜƴƛŜ



ό²ŎƛŊȍύ ƴƻǿŜ ȊƧŀǿƛǎƪƻ
Å/ȅōŜǊōŜȊǇƛŜŎȊŜƵǎǘǿƻ, cyber-ōŜȊǇƛŜŎȊŜƵǎǘǿƻΣ 

cyberōŜȊǇƛŜŎȊŜƵǎǘǿƻΧƧŀƪ ƧŜǎǘ ǇƻǇǊŀǿƴƛŜΚ

Å/ȊȅƳ ǎŊΥ Ŏyber- atak/ǇǊȊŜǎǘǊȊŜƵ/ǇǊȊŜǎǘťǇŎȊƻǏŏ/ terroryzm

Å/ȊȅƳ ƧŜǎǘ ŎȅōŜǊǿƻƧƴŀΣ ŎȊȅ ōȅƱŀΣ ŎȊȅ ōťŘȊƛŜΚ

ÅCyberǇǊȊŜǎǘťǇǎǘǿƻtoΧΚ

ÅCele cyber-ŀǘŀƪƽǿΥ
ÅCel A: IK (Critical infrastructure)
ÅCel B: Obywatel, dane obywatela/firm

ÅTalinnmanual



CyberbezpieczeŒstwo

ÅHydro Norsk(LockerGagaransomware)

Åор ллл ǇǊŀŎƻǿƴƛƪƽǿΣ ǎǘǊŀǘŀ тм Ƴƛƭƛƻƴƽǿ ¦{5

Å!ǘŀƪ ƴŀ ŜƭŜƪǘǊƻǿƴƛť ƴŀ ¦ƪǊŀƛƴƛŜ

Åнол ллл ƭǳŘȊƛ ǇƻȊōŀǿƛƻƴƻ ǇǊŊŘǳ

ÅMedtronic

Åaƻȍƭƛǿŀ ƪƻƴǘǊƻƭŀ ǊƻȊǊǳǎȊƴƛƪŀ ǎŜǊŎŀ Ȋ ƛtƘƻƴŜΩŀ

Å²ȅƪǊȅǿŀƴƛŜ ŀǘŀƪƽǿ ǎƛŜŎƛƻǿȅŎƘ ƧŜǎǘ ƧŜŘƴŊ ȊŜ ǎƪƱŀŘƻǿȅŎƘ {ǘǊŀǘŜƎƛƛ /ȅōŜǊōŜȊǇƛŜŎȊŜƵǎǘǿŀ
Rzeczypospolitej Polskiej na lata 2019-2024 [1]

мύ ¦ŎƘǿŀƱŀ ƴǊ мнр wŀŘȅ aƛƴƛǎǘǊƽǿ Ȋ Řƴƛŀ нн ǇŀȋŘȊƛŜǊƴƛƪŀ нлмф ǊΦ ² ǎǇǊŀǿƛŜ {ǘǊŀǘŜƎƛƛ /ȅōŜǊōŜȊǇƛŜŎȊŜƵǎǘǿŀRzeczypospolitej Polskiej na lata 2019-2024

Crimesaffecting
computers

(IT as a target)

Crimesusingcomupters
(IT as a tool)

DoSattacks
Postingabusive and untrue

content

Developingand distributionof 
viruses

Cyberstalking

Unauthorizedaccess from a 
remote machine, e.g.guessing 

password

Crimesaffectingcopyrights
(piracy)

Unauthorizedaccess to local 
superuser(root) privileges, e.g., 

various ``buffer overflow'' 
attacks

Sexualabuseof children

Probing: surveillance and other 
probing, e.g., port scanning.

Illegaltrades

Malware/Ransomware Scamand financialfrauds



Aktorzy w cyberprzestrzeni

-hakerzy

-ƪǊȅƳƛƴŀƭƛǏŎƛ

-???

-cyber-militia (ŎȅōŜǊōƻƧƽǿƪƛ-Estonia)

-ǇŀƵǎǘǿŀ

-cyberterrorȅǏŎƛ

-hacktywiǏŎƛ

-trolle internetowe



Mniej znani aktorzy w cyberprzestrzeni

Aktor poziom wyrafinowania motywacja metody

tŀƵǎǘǿƻǿȅ Wysoki Cele polityczne, 
interesy kraju, 
nacjonalizm

DDoSs, APTs, social
engineering, itd.

Cyber-ǘŜǊǊƻǊȅǏŎƛNiskie-|ǊŜŘƴƛŜ Strach, ideologia, 
zbieranie poparcia, 
ǎȊǳƪŀƴƛŜ ƪƻƴǘŀƪǘƽǿ

Strony www, fora, ruch 
szyfrowany, itd.

IŀŎƪǘȅǿƛǏŎƛNiskie ideologia, podnoszenie 
ǏǿƛŀŘƻƳƻǏŎƛ

ǇǊȊŜŎƛŜƪƛΣ ƪǊŀŘȊƛŜȍΣ 
doxxing, website
defacement, itd. 

Trolle Niskie ȊŀōŀǿŀΣ ȊŀƪƱƽŎŜƴƛŀ 
ŘȊƛŀƱŀƴƛŀΣ ǿǇƱȅǿ ƴŀ 
opinie

Kontrowersyjne 
komentarze, hatespeech, 
fakenews, itd. 

Pawlicka, A., ChoraŜ, M., & Pawlicki, M. (2020, August). Cyberspace threats: not only hackers and criminals. Raising the awareness of selected unusual 
cyberspace actors-cybersecurity researchers' perspective. In Proceedings of the 15th International Conference on Availability, Reliability and Security (pp. 1-11).



CyberbezpieczeŒstwo

H2020 Infrastress, GA: 833088

нт tŀǊǘƴŜǊƽǿ

.ǳŘȍŜǘΥ мл мот сто 9¦w ό308 500 EUR dla UTP)

1.06.2019 ς31.05.2021

https://www.infrastress.eu/



ST.CD.2 ςMachine-Learning basedAnomaly
Detection

Zostanie wykorzystane w: DePuySynthes, 
Ireland ςMedical device manufacturing & 
supply(SensitiveIndustrialPlantsand Sites
ςSIPS)

Improving resilience of sensitive industrial plants & infrastructures exposed to
cyber-physicalthreats, by meansof an opentestbedstress-testing system

InfraStressDetection Tool for Machine 
Learning based Anomaly Detection



Detektor Atak·w Sieciowych

Å²ȅƪǊȅǿŀƴƛŜ ŀǘŀƪƽǿ ǎƛŜŎƛƻǿȅŎƘ Ȋ 
wykorzystaniem uczenia 
maszynowego

Å{ƪŀƭƻǿŀƭƴƻǏŏ

Å_ŊŎȊŜƴƛŜ ǘŀƪ ƴƻǿȅŎƘ Ƨŀƪ ƛ 
ǎǇǊŀǿŘȊƻƴȅŎƘ ǇƻŘŜƧǏŏ

aƻȍƭƛǿƻǏŎƛ

ÅMonitorowanie ruchu TCP/IP (surowe pakiety, 
Netflow v5/v9, sFlowand IPFIX)

ÅAnaliza Wizualna ruchu sieciowego (grafy, 
wykresy, diagramyitd.)

ÅStworzone przy pomocy metod uczenia 
ƳŀǎȊȅƴƻǿŜƎƻ ƳƻŘŜƭŜ ǇƻȊǿŀƭŀƧŊŎŜ ƴŀ 
ǿȅƪǊȅǿŀƴƛŜ ŀƴƻƳŀƭƛƛκŀǘŀƪƽǿ ǎƛŜŎƛƻǿȅŎƘ 
(infekcja malware, Botnety, DDoS, Scanning, etc.)

½ŀƱƻȍŜƴƛŀ



Wykrywanie atak·w w ruchu sieciowym -

metody wykorzystujŃce algorytmy uczenia 

maszynowego

Ruch sieciowy Analiza Ruchu Cechy
Uczenie 

Maszynowe
Wizualizacja



Wykrywanie atak·w w ruchu sieciowym ï

anomalie i sygnatury



Autoencoder + DNN

Dataset: UNSW-NB15

Autoencoder: zmniejszenie 
ƭƛŎȊōȅ ǿȅƳƛŀǊƽǿ

DƱťōƻƪŀ {ƛŜŏΥ 

Å4 warstwy ukryte, 

ÅADAM, 

Å500 epok, 

Åfunkcja aktywacji: ReLUi 
sigmoid

Dutta, V., ChoraŜ, M., Kozik, R., & Pawlicki, M. (2020, September). Hybrid model for improving the classification effectiveness of 
network intrusion detection. In Conference on Complex, Intelligent, and Software Intensive Systems (pp. 405-414). Springer, Cham.



Ensemble 

LSTM+DNN

Dutta, V., ChoraŜ, M., Pawlicki, M., & 

Kozik, R. (2020). A deep learning 

ensemble for network anomaly and cyber-
attack detection. Sensors, 20(16), 4583.

Dataset: IoT-23

DƱťōƻƪŀ {ƛŜŏΥ 

Å4 warstwy ukryte, 

ÅADAM, 

Å500 epok, 

Åfunkcja aktywacji: ReLUi sigmoid



Encoder + 

Decoders
Dataset: NetML2020

Enkoder: zmniejszenie 
ƭƛŎȊōȅ ǿȅƳƛŀǊƽǿ

YŀȍŘȅ ŘŜƪƻŘŜǊ ςinna 
topologia i hiperparametry



ST.CD.2

Probe
Probe

Probe

Probe

Instalacja (Og·lna Koncepcja)



Wykorzystane 
Technologie

Data Source

Apache Kafka

Elasticsearch

Kibana

Apache
Spark

HDFS

Batch
processing

Stream processing
Distributed ML

DL/ML Models
(TensorFlow/Keras)

Interactive queries
for real-time decision making

Applications

Alerts
Notifications

Events in real-time

NoSQL
Storage

Stream
processing



Wizualna Inspekcja Ruchu Sieciowego



Film/Demo: InfraStress ST.CD.2
nasz komponent





Projekt SIMARGL

ÅaƛǎƧŊ ǇǊƻƧŜƪǘǳ {La!wD[ ƧŜǎǘ ŘƻǎǘŀǊŎȊŜƴƛŜ ƴƻǿȅŎƘΣ 

ƛƴƴƻǿŀŎȅƧƴȅŎƘΣ ȊŀŀǿŀƴǎƻǿŀƴȅŎƘ ǊƻȊǿƛŊȊŀƵ ǎƱǳȍŊŎȅŎƘ Řƻ 

efektywnego zwalczania malware, stegomalware, 

ransomware, badware, mobilnych malware i innych 

ǊƻŘȊŀƧƽǿ ȊƱƻǏƭƛǿŜƎƻ ƻǇǊƻƎǊŀƳƻǿŀƴƛŀ 

ÅCaviglioneΣ [ΦΣ /ƘƻǊŀǏΣ aΦΣ Corona, I., Janicki, A., Mazurczyk, 

W., Pawlicki, M., & Wasielewska, K. (2021). TightArmsRace: 

Overviewof CurrentMalware Threatsand Trendsin Their

Detection. IEEE Access

KEY FACTS:

Å SIMARGL: Grant agreement ID: 833042

Å Fundedunder: H2020-EU.2.1.1

Å Duration: 1 May 2019- 30 April 2022

Å OverallbudgetΥ ϵ с лтс лрлΣ 9¦ 
contributionϵ п фуп нсл

Å Coordinated by: CŜǊƴ¦ƴƛǾŜǊǎƛǘŅǘin 
Hagen (aƛŎƘŀƱ /ƘƻǊŀǏ)



Å²ǎǇƽƱŦƛƴŀƴǎƻǿŀƴȅ ǇǊȊŜȊ ƪƻƳƛǎƧť ¦9 ǿ ǊŀƳŀŎƘ ǇǊƻƎǊŀƳǳ 

Horizon 2020

Å/ŜƭŜƳ ƧŜǎǘ ǿŀƭƪŀ Ȋ ǊƻǎƴŊŎȅƳ ǇǊƻōƭŜƳŜƳΥ malware 

Å½ŀƳƛŜǊȊŀ ȊƴŀƭŜȋŏ ǊƻȊǿƛŊȊŀƴƛŜ Řƭŀ ƴƻǿȅŎƘ ǿȅȊǿŀƵ Ȋ ŘȊƛŜŘȊƛƴȅ 

ŎȅōŜǊōŜȊǇƛŜŎȊŜƵǎǘǿŀΣ ǿƱŊŎȊŀƧŊŎ ǿ ǘƻ ƳŜǘƻŘȅ ǳƪǊȅǿŀƴƛŀ 

informacji, wykrywanie anomalii sieciowych, stegomalware, 

ransomwarei malwaremobilne

Projekt SIMARGL



ÅCŜǊƴ¦ƴƛǾŜǊǎƛǘŅǘin Hagen (Koordynator, Niemcy)

Å NetzfactorGmbH (Niemcy)

ÅAirbusCyberSecuritySAS (Francja)

Å Thales SIX GTS France (Francja) 

Å ConsiglioNazionale delleRicerche(²ƱƻŎƘȅ)

Å NUMERA S.p.a. (²ƱƻŎƘȅ)

Å Pluribus-One (²ƱƻŎƘȅ) 

Å Institute of International Relations (Czechy) 

Å ITTI Sp. z o.o. (Polska)

ÅWarsaw University of Technology(Polska)

Å CERT Orange Polska(Polska)

Å SIVECO Romania SA (Rumunia)

Å RoEduNet(ARNIEC Agency) (Rumunia)

Å StichtingCUIngFoundation (Holandia)

Konsorcjum



Wykrywanie 
Stegomalware

ÅStegomalwareǘƻ ȊƱƻǏƭƛǿŜ ƻǇǊƻƎǊŀƳƻǿŀƴƛŜ ǿȅƪƻǊȊȅǎǘǳƧŊŎŜ ǳƪǊȅǘŜ 

ƪŀƴŀƱȅ

ÅtǊȊȅƪƱŀŘΥ ǎƪƛƳƳŜǊ ƴŀ ǎǘǊƻƴƛŜ ǎƪƭŜǇǳ Tupperware online 

Å½ƱƻǏƭƛǿȅ ǎƪǊȅǇǘ ōȅƱ ǳƪǊȅǘȅ ǿ Ǉƭƛƪǳ ƛƪƻƴȅ C!v

Å{ƪǊȅǇǘ ŘƻƪƭŜƧƻƴȅ Řƻ ƪƻƵŎŀ Ǉƭƛƪǳ tbD ǿȅƪƻƴȅǿŀƱ WŀǾŀ{ŎǊƛǇǘ 

ƱŀŘǳƧŊŎȅ ȊŜǿƴťǘǊȊƴŊ ǎǘǊƻƴť ǇƱŀǘƴƻǏŎƛ ǿ LCw!a9



Kontekst ïnajnowsze przykğady stegomalware

ÅSteganografianie jest wykorzystywana tylko do dostarczania 

ȊŀǎȊȅŦǊƻǿŀƴȅŎƘ ǇǊȊŜƪŀȊƽǿ

Åaƻȍƴŀ ƧŊ ǘŜȍ ǿȅƪƻǊȊȅǎǘŀŏ Řƻ ǇǊȊŜƪŀȊȅǿŀƴƛŀ ƛƴŦƻǊƳŀŎƧƛ 

serwerom C&C

ÅbƛŜŘŀǿƴȅ ǇǊȊȅƪƱŀŘΥ Tropic Trooper ƻōǊŀƱ ƴŀ ŎŜƭ ¢ŀƧǿŀƵǎƪƛŜ ƛ 

CƛƭƛǇƛƵǎƪƛŜΣ ƻŘƛȊƻƭƻǿŀƴŜ ǎƛŜŎƛ ƪƻǊȊȅǎǘŀƧŊŎ Ȋ ŀǘŀƪǳ USBferry



0.999090Accuracy
300 epochs, 
batch-size 10,
Rectified Linear Unit activation function.

4 hidden layers, 
25 neurons each. 

Å½ōƛƽǊΥ /L/L5{нлмт

Å0.976983 Accuracy

ÅOptymizator: rmsprop

ÅEpoch: 30

Åbatch-size: 50

ÅFunkcja aktywacji: Rectified Linear Unit

ÅWarstwy: 4

Å25ƴŜǳǊƻƴƽǿ ƪŀȍŘŀ

Åt/!Υ рл ƪƻƳǇƻƴŜƴǘƽǿ

ChoraŜ, M., & Pawlicki, M. (2021). Intrusion detection 

approach based on optimised artificial neural 
network. Neurocomputing.



0.999090Accuracy
300 epochs, 
batch-size 10,
Rectified Linear Unit activation function.

4 hidden layers, 
25 neurons each. 

Å½ōƛƽǊΥ /¢¦-13

ÅBalansowanie zbioru: 
RandomOversampling

ÅAlgorytm uczenia 
maszynowego: Random
Forest

ÅAccuracy: 99%



SIMARGL - architektura

tƻŘŜƧǏŎƛŜ ǇƻȊƛƻƳƻǿŜ:

Å²ŀǊǎǘǿŀ ƛƴǎǘŀƭŀŎƧƛ ǏǊƻŘƻǿƛǎƪŀ ςDocker Swarm 

orchestration framework

ÅKomunikacyjna szyna danych  - Apache Kafka integruje 

ŦǳƴƪŎƧƻƴŀƭƴŜ ƪƻƳǇƻƴŜƴǘȅ ȊŜǎǘŀǿǳ ƴŀǊȊťŘȊƛ SIMARGL

ÅWartwaǳǎƱǳƎ ƻōƭƛŎȊŜƴƛƻǿȅŎƘ ςǿȅƪƻǊȊȅǎǘǳƧŊŎŀ 

mikroserwisyƱŊŎȊŊŎŜ ǎƛť ƴƛŜȊŀƭŜȍƴƛŜ



Dashboard/ 

Powiadomienia  i 

incydenty

SIMARGL ïWizualizacja i koncepcja UI/UX



Projekt SATIE

18 partners, 10 nations
Total Costs: ϵ9,890,595
CǳƴŘƛƴƎΥ ϵтΣфуфΣнсп
PM planned: 1058
Duration: 24 months
3 airport end-users
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Wykorzystujemy platformň typu CyberRange



0.999090Accuracy
300 epochs, 
batch-size 10,
Rectified Linear Unit activation function.

4 hidden layers, 
25 neurons each. 

Å½ōƛƽǊΥ {!¢L9

ÅBalansowanie zbioru: 
RandomOversampling

ÅAlgorytm uczenia 
maszynowego: Random
Forest

ÅAccuracy: 99%





Challenge ςcyber crime case

Victims LEAs Prosecutors Judges

Forensic
Experts

- Unawareness
- Unwillingto 

report cybercrime

- Lack of resources
- Lack of technical

capabilities

- Lack of expertiseand dedicatedtraining
- Inconsistenciesin law

- Lack of 
incentives



Challenge ςcyber crime case

Victims LEAs Prosecutors Judges

Forensic
Experts

- Awarenessand 
incentivisation

- Knowledge

- More capable
LEAs

- Better expertise
and support

- Cyberexpertiseand dedicatedtraining
- Improvementand harmonisationof law
- Better information flow



Challengeςcyberterrorismcase

Victims
(organisations, 

SMEs)

Internal
security, 

intelligence
agencies

Prosecutors Judges

Forensic
Experts

CERTs
International 

actors

- Better coordinationof fighting againstcyberterrorism and cooperationbetween
actors(alsocross-border)

- Better expertiseof prosecutorsand judges



Cyber - publikacje
Å/ƘƻǊŀǏM., PawlickiM., Intrusion Detection Approach based on OptimisedArtiŬcialNeural Network, Neurocomputing 

(Elsevier), 2021 (IF=4,438).

ÅCaviglioneΣ [ΦΣ /ƘƻǊŀǏΣ aΦΣ Corona, I., Janicki, A., Mazurczyk, W., Pawlicki, M., & Wasielewska, K. (2021). TightArmsRace: 
Overviewof CurrentMalware Threatsand Trendsin TheirDetection. IEEE Access.

ÅDutta V., /ƘƻǊŀǏM., PawlickiM., KozikR., Detection of Cyberattacks Traces in IoT Data, Journal of Universal Computer 
Science, 2020 (IF=0,710). 

ÅDutta V., /ƘƻǊŀǏM., PawlickiM., KozikR., A Deep Learning Ensemble for Network Anomaly and Cyber-Attack Detection, 
Sensors 2020, 20(16), 4583, 2020. (IF=3,275).

Å/ƘƻǊŀǏM., KozikR., Machine learning techniques applied to detect cyberattacks on web applications, Logic Journal of the 
IGPL, vol. 23(1): 45-56, 2015 (IF=0,609).

ÅKozikR., /ƘƻǊŀǏM., Keller J., Balanced Efficient Lifelong Learning (B-ELLA) for Cyber Attack Detection, Journal of 
Universal Computer Science, vol. 25 (1), 2-15, 2019 (IF=0.910). 

ÅKozikR., PawlickiM., /ƘƻǊŀǏM., PedryczW., Practical Employment of Granular Computing to Complex Application Layer 
Cyber Attack Detection, Complexity, 2019(IF=2,591). 

ÅKozikR., /ƘƻǊŀǏM., Protecting the application layer in the public domain with machine learning methods, Logic Journal of 
the IGPL, Volume 27, Issue 2, 149ς159, 2019. (IF=0,609).

ÅFiccoM., /ƘƻǊŀǏM., KozikR., Simulation Platform for Cyber-Security and Vulnerability Analysis of Critical 
Infrastructures, Journal of Computational Science, vol.22, 179-186, Elsevier, 2017 (IF=2,009). 



Wykrywanie Fake News

H2020 SocialTruth, GA: 825477

мм tŀǊǘƴŜǊƽǿ

.ǳŘȍŜǘΥ о мту ммл 9¦w ό252 500 EUR dla UTP)

1.12.2018 ς30.11.2021

http://socialtruth.eu/



Fake News (Online Disinformation)

- ²ƛŀŘƻƳƻǏŎƛ ƻ ƭŜƪŀǊǎǘǿŀŎƘ ƴŀ /h±L5-19 

(αinfodemicέΣ ƴǇΦ ǿƛŜȍŜ рDΣ ŎȊƻǎƴŜƪΣ ƻŎŜǘ ƛǘǇΦ)

- Autobusy ErickaTuckerana wyborach w USA w 

2018 (16 000 ǊŜǘǿŜŜǘƽǿ, 350k facebook)

- {ŀƳ ŀǳǘƻǊ ǳǎǳƴŊƱ ƛƴŦƻǊƳŀŎƧť ƛ ŘƻŘŀƱ ǿȅƧŀǏƴƛŜƴƛŜΣ ƪǘƽǊŜ 

ŘƻǎǘŀƱƻ ǇǊȊŜȊ ǘȅŘȊƛŜƵ ǘȅƭƪƻ ну ǊŜǘǿŜŜǘƽǿ



Co to jest fake news?

ÅαIƛǎǘƻǊƛŀ ȊƳȅǏƭƻƴŀ ǿ ŎŜƭǳ ǿǇǊƻǿŀŘȊŜƴƛŀ ǿ ōƱŊŘέ όSabrinaTavernise, 
нлмсΣ ǘƱǳƳΦ ǿƱŀǎƴŜύ

ÅDefinicja FakebŜǿǎ ƧŜǎǘ ƴƛŜƧŀǎƴŀΣ ǿŀǊǘƻ ǘŜȍ ȊŀȊƴŀŎȊȅŏΣ ŎȊȅƳ fake
ƴŜǿǎȅ bL9 ǎŊ:
Å²ƛŀŘƻƳƻǏŎƛ ǎŀǘȅǊȅŎȊƴŜ ǿ ƻŘǇƻǿƛŜŘƴƛƳ ƪƻƴǘŜƪǏŎƛŜ ƛ ƳƛǎǘȅŦƛƪŀŎƧŜ

ÅPlotki

ÅTeorie konspiracyjne

Å.ƱťŘƴŜ ƛƴŦƻǊƳŀŎƧŜ ǎǘǿƻǊȊƻƴŜ ƴƛŜǳƳȅǏƭƴƛŜ

ÅFikcja literacka
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Strategie

Å!ƴŀƭƛȊŀ ǘǊŜǏŎƛ ςǊƽȍƴŜ ǊƻŘȊŀƧŜ ŘŀƴȅŎƘ

ÅLƴŘŜƪǎƻǿŀƴƛŜ ƛƴŦƻǊƳŀŎƧƛ ǿ ŎŜƭǳ ƻŘƴƻǎȊŜƴƛŀ ǎƛť Řƻ ƴƛŎƘ

ÅPunktowanie reputacji

ÅtƻǊƽǿƴȅǿŀƴƛŜ ǇƻŘƻōƴȅŎƘ ƛƴŦƻǊƳŀŎƧƛ Ȋ ǿƛŜƭǳ ȋǊƽŘŜƱ

Å²ȅƪƻǊȊȅǎǘŀƴƛŜ ǳŎȊŜƴƛŀ ƳŀǎȊȅƴƻǿŜƎƻ ǿ ŎŜƭǳ ŀƴŀƭƛȊȅ ŎŜŎƘ ǘǊŜǏŎƛ
Åtekst

Åobrazy

ÅAnaliza semantyczna z wykorzystaniem ontologii



Wizja

Å²ŜǊȅŦƛƪŀŎƧŀ ƴƛŜ ƳƻȍŜ Ȋƻǎǘŀŏ ǇƻǿƛŜǊȊƻƴŀ ƧŜŘƴŜƧ ƛƴǎǘȅǘǳŎƧƛ

Å/ŜƭŜƳ ƴƛŜ ƧŜǎǘ αƧŜŘŜƴ ŘƻǎƪƻƴŀƱȅ ŀƭƎƻǊȅǘƳέ

Å²ŜǊȅŦƛƪŀŎƧŀ ǘǊŜǏŎƛ Ǉƻǿƛƴƴŀ ōȅŏ ǿȅƎƻŘƴŀ

Åaǳǎƛ ōȅŏ ǘŜȍ ƻǘǿŀǊǘŀΣ ŘŜƳƻƪǊŀǘȅŎȊƴŀΣ ǇƭǳǊŀƭƛǎǘȅŎȊƴŀ ƛ 
rozdystrybuowana





Fake News (Online Disinformation)

Analiza danych:

- Stylometryczna / Sentymentu

- Cech lingwistycznych

- Wzoru propagacji

- WykorzystujŃca reputacjň

- Zmian (manipulacji) w obrazach



FakeNews ςzbiory danych

ÅISOT (Information Security and Object Technology)
Å44898 items, 21417 of which are real items and 23481 are fake items

ÅKaggle Fake News
ÅGetting Real about Fake News

Åhttps://www.kaggle.com/mrisdal/fake-news

Åtext and metadata from 244 websites

Å12,999αfakeέpostsŀƴŘ рлтнп αǊŜŀƭέ

ÅCOVID-19 dataset
ÅPreparedas part of the competition related to counteracting disinformation

Å5100 fake, 5600 real





Film/Demo: wykrywanie Fake News:
nasze ôVerification Servicesô





Fake news ïwybrane publikacje
Å/ƘƻǊŀǏM., DemestichasK., DƛŜƱŎȊȅƪA., Herrero A., KsieniewiczP., RemoundouK., UrdaD., ²ƻȋƴƛŀƪM., Advanced 

Machine Learning Techniques for Fake News (OnlineDisinformation) Detection: A Systematic Mapping Study, Applied 
Soft Computing , Elsevier, 2021 (IF=5,472).

ÅKula S., /ƘƻǊŀǏM., KozikR., KsieniewiczP., ²ƻȋƴƛŀƪM., Sentiment Analysis for Fake News Detection by Means of Neural 
Networks, in KrzhizhanovskayaV.V. et al. (Eds.): Computational Science ςICCS 2020, LNCS vol. 12140, 652-667, Springer, 
Amsterdam, 2020 (CORE A).

ÅKsieniewiczP., ZyblewskiP., /ƘƻǊŀǏM., KozikR., DƛŜƱŎȊȅƪA., ²ƻȋƴƛŀƪM., Fake News Detection from Data Streams, in Proc. 
of International Joint Conference on Neural Networks, IJCNN 2020, IEEE, Glasgow, 2020 (CORE A).

ÅKozikR., /ƘƻǊŀǏM., Kula S., PawlickiM., Distributed Architecture for Fake News Detection, CISIS'20: 13th International 
Conference on Computational Intelligence in Security for Information Systems, Advances in Intelligent Systems and 
Computing, vol. 1267, 208-217, Springer 2020 (CORE B).

ÅKula S., /ƘƻǊŀǏM., KozikR., Application of the BERT-based Architecture in Fake News Detection, CISIS'20: 13th 
International Conference on Computational Intelligence in Security for Information Systems, Advances in Intelligent 
Systems and Computing, vol. 1267, 239-249, Springer 2020 (CORE B).

ÅKsieniewiczP., /ƘƻǊŀǏM., KozikR., ²ƻȋƴƛŀƪM., Machine Learning Methods for Fake News Classification, in: Yin H., 
Camacho D., Tino P., ¢ŀƭƭƽƴ-Ballesteros A., Menezes R., Allmendinger R. (eds) Intelligent Data Engineering and Automated 
Learning ςIDEAL 2019. Lecture Notes in Computer Science, vol 11872, 332-339, Springer, 2019. (CORE C). 



Analiza danych dot. wytwarzania 
oprogramowania 

hǇǘȅƳŀƭƴŜ ȊŀǊȊŊŘȊŀƴƛŜ ƧŀƪƻǏŎƛŊ ƻǇǊƻƎǊŀƳƻǿŀƴƛŀ ǿȅƳŀƎŀ ƻŘǇƻǿƛŜŘƴƛŜƧ 

ƛƴǘŜƎǊŀŎƧƛ ǿȅƳŀƎŀƵ ƧŀƪƻǏŎƛƻǿȅŎƘ ώquality requirements (QRs)ϐ ǿ Ŏȅƪƭǳ ȍȅŎƛŀ 

oprogramowania

Pomimo przewagi konkurencyjnej zapewnienie i utrzymywania wysokich 

ǇƻȊƛƻƳƽǿ ƧŀƪƻǏŎƛΣ ƳŜǘƻŘƻƭƻƎƛŜ ŘŜǾŜƭƻǇŜǊǎƪƛŜ ƴŀŘŀƭ ȊŀǇŜǿƴƛŀƧŊ ǘȅƭƪƻ 

ƻƎǊŀƴƛŎȊƻƴȅ ȊŀƪǊŜǎ ƳƻȍƭƛǿƻǏŎƛ ȊŀǊȊŊŘȊŀƴƛŀ vwΣ ƪǘƽǊŜ ƧŜǎǘ ƪƭǳŎȊƻǿŜ ǿ 

procesach szybkiego tworzenia oprogramowania [rapidsoftware 

development] 

{ȊȅōǎȊŜ ƛ ŎȊťǎǘǎȊŜ ŎȅƪƭŜ ǿȅŘŀƵ ƴƛŜ Ǉƻǿƛƴƴȅ ƻǿƻŎƻǿŀŏ ƻōƴƛȍŜƴƛŜƳ ƧŀƪƻǏŎƛ 

oprogramowania



Projekt Q-Rapids, Konsorcjum

Uczestnicy:

Universitat PolitecnicaDe Catalunia- Hiszpania

University of Oulu - Finlandia

Fraunhofer-GesellschaftIESE - Niemcy

Bittum Wireless- Finlandia

Softeam- Francja

ITTI Sp. z o.o. - Polska

NokiaSolutions and Networks - Finlandia 



Cele:

ÅtƻƭŜǇǎȊŜƴƛŜ ǇƻȊƛƻƳǳ ƧŀƪƻǏŎƛ 

oprogramowania z wykorzystaniem danych  

Å½ǿƛťƪǎȊŜƴƛŜ ǇǊƻŘǳƪǘȅǿƴƻǏŎƛ ǇƻǇǊȊŜȊ 

ƛƴǘŜƎǊŀŎƧŜ ǿȅƳŀƎŀƵ ƧŀƪƻǏŎƛƻǿȅŎƘ 

ÅZmniejszenie czasu potrzebnego na wydanie 

rynkowe oprogramowania 

Projekt Q-Rapids



Cele naukowe:

Å½ŜōǊŀŏ ƛ ǇǊȊŜŀƴŀƭƛȊƻǿŀŏ ŘŀƴŜ          

z zakresu runtime i design

Å½ŘŜŦƛƴƛƻǿŀŏ Ŏȅƪƭ ȍȅŎƛŀ 

ƻǇǊƻƎǊŀƳƻǿŀƴƛŀ ǿȅƪƻǊȊȅǎǘǳƧŊŎȅ 

ǿȅƳŀƎŀƴƛŀ ƧŀƪƻǏŎƛƻǿŜ                      

i wymagania funkcjonalne

ς½ƴŀƭŜȋŏ ǎǘǊŀǘŜƎƛŎȊƴŜ ǿǎƪŀȋƴƛƪƛ 

ƪƭǳŎȊƻǿŜ Řƭŀ ƻǎƽō ǇƻŘŜƧƳǳƧŊŎȅŎƘ 

ŘŜŎȅȊƧŜ ǿ ŎŜƭǳ ȊŀǊȊŊŘȊŀƴƛŀ ǇǊƻŎŜǎŜƳ 

budowy oprogramowania

Projekt Q-Rapids



{ƛŜŏΥ
Å 5 warstw
Å 3000 epok
Å Batchsize: 100 
Å Optymizator: ADAM 
Å Funkcja aktywacji: ReLU

ChoraŜ, M., Pawlicki, M., & Kozik, R. (2019, June). Recognizing

faults in software related difficult data. In International 

Conference on Computational Science (pp. 263-272). Springer, 
Cham.



Film/Demo: 
Komponent analizy danych ïmetryki 
procesowe w praktyce w Agile





Å/ƘƻǊŀǏM., Springer T., KozikR., Lopez L., Martinez-Fernandez S., Ram P., Rodrigues P., FranchX., Measuring and Improving Agile 
Processes in a Small-size Software Development Company, IEEE Access, 2020 (IF=3,745).

ÅKozikR., /ƘƻǊŀǏM., PuchalskiD., RenkR., Q-Rapids framework for advanced data analysis to improve rapid software 
development, Journal of Ambient Intelligence and Humanized Computing, vol. 10, issue 5, 1927-1936, Springer, May 2019 
(IF=4,594).

Å/ƘƻǊŀǏM., KozikR., PuchalskiD., RenkR., LƴŎǊŜŀǎƛƴƎ ǇǊƻŘǳŎǘ ƻǿƴŜǊǎΩ ŎƻƎƴƛǘƛƻƴ ŀƴŘdecision-making capabilities by data analysis 
approach, Cognition, Technology & Work, vol. 21, issue 2, 191-200, Springer, May 2019 (IF=1,188).

Å/ƘƻǊŀǏM., PawlickiM., KozikR., Recognizing Faults in Software Related Difficult Data, in: Rodrigues J.M.F. et al. (Eds.): 
Computational Science ςICCS 2019, LNCS vol. 11538, Springer, Faro, Portugal, 2019 (CORE A)

Å/ƘƻǊŀǏM., KozikR., PawlickiM., IƻƱǳōƻǿƛŎȊW., FranchX., Software Development Metrics Prediction Using Time Series Methods, 
In: Saeed K. et al. (Eds.): ComputerInformation Systems and Industrial Management, CISIM 2019, Belgrade, Serbia, LNCS 11703, 
311-323, Springer, 2019 (CORE C).

ÅYŀǊƘŀǇŅŅP., Woubshet.ΦΣ wƻŘǊƝƎǳŜȊ tΦΣ OivoM., DolorsC., FranchX., AaramaaS., /ƘƻǊŀǏM., Partanen J., AbherveA., Strategies to 
Manage Quality Requirements in Agile Software Development: A Multiple Case Study, Empirical Software Engineering, Springer, 
2021 (IF=3,156) 

ÅhǊƛƻƭ aΦΣ aŀǊǘƝƴŜȊ {ΦΣ BehutiyeW., CŀǊǊŞC., KozikR., {ŜǇǇŅƴŜƴtΦΣ ±ƻƭƭƳŜǊ !ΦaΦΣ wƻŘǊƝƎǳŜȊ tΦΣ FranchX., AaramaaS., !ōƘŜǊǾŞA., 
/ƘƻǊŀǏM., Partanen J., Data-driven andTool-supported Elicitation of Quality Requirements in Agile Companies, Software Quality 
Journal, vol. 28, 931-963, Springer, 2020 (IF=1,460) 

Projekt Q-Rapids - publikacje



1) T. Gu, K. Liu, B. Dolan-Gavittand S. Garg, "BadNets: EvaluatingBackdooring

Attackson DeepNeuralNetworks," inIEEE Access, vol. 7, pp. 47230-47244, 2019.

doi: 10.1109/ACCESS.2019.2909068

*1)

Wyzwania dla AI



Wyzwania dla AI

- .ŜȊǇƛŜŎȊŜƵǎǘǿƻ ό{ŜŎǳǊƛǘȅύ

- ²ȅƧŀǏƴƛŀƭƴƻǏŏ(Explainability- xAI)

- .ŜȊǎǘǊƻƴƴƻǏŏ όFairness) 

/ƘƻǊŀǏ aΦΣ tŀǿƭƛŎƪƛ aΦΣ tǳŎƘŀƭǎƪƛ 5ΦΣ YƻȊƛƪ wΦΣ Machine Learning ςThe ResultsAreNot the only Thing
that Matters! What About Security, Explainabilityand Fairness? ComputationalScience ςICCS 2020, 
Amsterdam, Springer, 2020 (CORE A).



Obecne zagadnienia 
w AI i uczeniu maszynowym

v

ÅbŀƧƴƻǿǎȊŜ ȊŘƻōȅŎȊŜ ǳŎȊŜƴƛŀ ƳŀǎȊȅƴƻǿŜƎƻ ƛ ƎǿŀƱǘƻǿƴȅ ǿȊǊƻǎǘ 
ƳƻŎȅ ƻōƭƛŎȊŜƴƛƻǿŜƧ ƻǘǿƛŜǊŀƧŊ ŘǊȊǿƛ ǇƻǇǳƭŀǊȅȊŀŎƧƛ !L ǿ ǿƛŜƭǳ 
domenach

ÅPoza dobrymi wynikami klasyfikacji / regresji, istnieje wiele 
ƛƴƴȅŎƘ ŀǎǇŜƪǘƽǿ !L ƪǘƽǊŜ ƳǳǎȊŊ Ȋƻǎǘŀŏ ǇǊȊŜƳȅǏƭŀƴŜ ōȅ ƳƽŎ 
ǎǘƻǎƻǿŀŏ !L ǿ ƪǊȅǘȅŎȊƴȅŎƘ Řƭŀ ǎǇƻƱŜŎȊŜƵǎǘǿŀ ŀǇƭƛƪŀŎƧŀŎƘ

Å½ŀƎŀŘƴƛŜƴƛŀ ƪǘƽǊŜ ǎǇƻǿŀƭƴƛŀƧŊ ŀǇƭƛƪŀŎƧŜ ǳŎȊŜƴƛŀ ƳŀǎȊȅƴƻǿŜƎƻ 
ǿ ȊŀǎǘƻǎƻǿŀƴƛŀŎƘ ǿȅƳŀƎŀƧŊŎȅŎƘ ȊŀǳŦŀƴƛŀ ǎǇƻƱŜŎȊƴŜƎƻΥ

ÅbƛŜǿȅǎǘǊŀŎȊŀƧŊŎŜ ōŜȊǇƛŜŎȊŜƵǎǘǿƻ  όŎȅōŜǊōŜȊǇƛŜŎȊŜƵǎǘǿƻ!L ōťŘȊƛŜ 
ǊƻǎƴŊŎȅƳ ǊȅƴƪƛŜƳ)

ÅbƛŜǿȅǎǘǊŀŎȊŀƧŊŎŀ ǿȅƧŀǏƴƛŀƭƴƻǏŏ
ÅbƛŜǿȅǎǘǊŀŎȊŀƧŊŎŀ ōŜȊǎǘǊƻƴƴƻǏŏ


